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TLS Certificate Migration - FAQ

What is happening?

TIS is migrating to AWS-issued TLS certificates. This was previously announced, and TIS had intended to postpone it by renewing
the existing certificate to provide additional transition time until September 2026.

Why is the timeline changing now?

Following discussions with TIS's certificate authorities, TIS learned that renewing the existing certificate would require a new root
and intermediate certificate chain. Due to evolving global security standards, the certificate authorities involved can no longer
issue certificates from the previous root and intermediate CAs, as modern operating systems, browsers, and security platforms
may no longer trust these legacy certificate chains.

As a result, customers would need to update their trust configuration even if TIS remained with its current certificate authority.
Because the same type of trust-store changes would also be required later for the planned migration to AWS certificates,
proceeding with a temporary renewal would mean customers performing essentially the same change twice.

Why not just do the temporary renewal as originally planned?

Even with a renewal through the current certificate authority, customers would still need to update their trust configuration,
because the root and intermediate certificates have changed. Delaying the migration would not eliminate the required customer
action — it would only postpone it and likely require a second change later. To avoid unnecessary effort, operational risk, and
repeated testing activities, TIS has therefore decided to move directly to the AWS certificate chain as originally planned.

What do customers need to do, and by when?

All customers must complete migration to the AWS certificate chain before July 10, 2026, when the current certificate expires.
TIS will switch the certificate on July 9, 11:59am Central European Summer Time (CEST).

What are the recommended steps?
e Trust the AWS root certificates, rather than installing specific server or intermediate certificates.
e Avoid pinning individual server (leaf) or intermediate certificates whenever possible.

e Configure your systems to trust the appropriate root certificate authorities, enabling future certificate renewals without manual
intervention.

What happens if the changes aren't made in time?

Integration with the TIS platform would cease to function, which would have a significant impact on customers' payment
processes.

Who should this be forwarded to?

Customers are asked to forward this communication to their technical/IT department if they are unable to understand the
technical details themselves.

Why is TIS making this change at all?

TLS certificates are a fundamental building block of secure communication on the public internet. Across the industry, increasingly
stringent requirements for certificate authorities and service providers are driving shorter certificate lifetimes and more frequent
certificate renewals.

As a service provider, TIS relies on certificate authorities for certificate issuance and lifecycle management and cannot influence
industry-mandated renewal processes or trust-chain requirements. Modern security practices require client implementations to
be flexible enough to accommodate regularly renewed certificates, by trusting the appropriate root certificate authorities rather
than individual server certificates. TIS's migration to AWS-managed certificates is aligned with these industry best practices and
provides a more secure, scalable, and operationally resilient approach to certificate lifecycle management.
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Why do we have to import 5 certificates and not just one or two, similar to what was done before?
Amazon Web Services (AWS) does not guarantee that our future server certificates will be generated under Amazon Root CA 1,
which makes it a necessity for our customers to install all 5 root CAs in total (highlighted in the list below). For details check
Repository | Amazon Trust Services.
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How do we determine if we are successful with this change?

Please have your IT/technical team answer these questions:

"Did you install the Amazon CA certificates into all relevant systems?"

"Did your team upload all 5 certificate files into these systems?"

"Did you make sure that no certificate pinning is implemented and if pinning is required is it limited to the root CA?"

If the team can answer these questions with YES, then your connections to TIS should be fine.

What is Plan B for systems that cannot be switched over in time?

If systems cannot be switched to the new TLS server certificates on time, manually exporting and importing payment files and
account statement files can serve as a temporary, short-term alternative. For security reasons, however, this should be used only
to a very limited extent and as a last resort.

Who can customers contact for help?

If customers require support validating their configuration or have questions regarding the migration, they are asked to contact
TIS as soon as possible. The TIS team is available to help ensure a smooth transition before the July 9th deadline.


https://www.amazontrust.com/repository/#certification-authorities

